
 

 

How to keep your computer secure 

No computer, no matter what we do can ever be said to be absolutely 100% secure. All we can 

do is to take sensible steps to make it difficult for those who want to steal our information and 

use our computer for their own purposes without our knowledge. Whilst this guide is not 

designed as an exhaustive resource, it should help to point you in the right directions. 

To put this guide into a nutshell, use good passwords, install and run appropriate security 

software, use your common sense when dealing with emails and phone calls, keep your 

computer up to date and back your device up.  

Please also remember that there are many individuals out there who can help you with any 

computer related problems or who will guide you through setting up your machine with the 

appropriate security and privacy settings of programs for you (finding the right person for your 

situation, however, I leave to you!) 

 

Step 1 – Passwords 

The first step in any security setup will always be passwords. Passwords are used to log on to 

computers and websites, to make purchases and to allow access to all manner of systems. That 

being said, what makes a good password? 

Good passwords are made up of random numbers, upper and 

lower case letters and symbol characters (#/[; etc.) An ideal 

modern password should contain the maximum possible number 

of these and not be written down or used for more than one 

account. In practice, this is virtually impossible to manage (how 

many people could remember “;qCewX8Xe|*6q~LB” without having it written down!)  



Therefore, my slightly more sensible rules for passwords are as follows: 

1. Have a minimum of three completely different passwords, one for your email, one for 

your bank and one for everything else (if you use social media, you may wish to add a 

fourth for that as well). 

2. Each password should be a minimum of 8 characters long and preferably more. 

3. Rather than trying to remember a random string, such as the example given above, 

think of a quote, phrase, or part of poem, reading, song or hymn, add numbers and 

symbols to increase “randomness” whilst retaining the ability to remember it. For 

example, “All Things Bright and Beautiful, All Creatures Great and Small” might 

become “#251Atb&bAcG&s.” (where 251 is the hymn number in the book and “# and 

.” are used to add complexity) 

4. Try and avoid the use of “l33t sp34k” as this is now a popular guessing method 

“P455w0rd” is no more secure than “Password” due to the sheer number of people who 

have used it. 

5. If you must write your passwords down, keep them somewhere safe and out of the sight 

of things such as webcams! 

For anyone interested in learning more about passwords, there are many good sources of 

information online, simply type “password advice” into a search engine – you will find 

thousands, if not millions of sites with advice and other methods of creating secure passwords. 

 

Step 2 – Appropriate Security Software 

Every computer or mobile device sold today should, in my opinion, be 

running some sort of security or antivirus/antimalware software. 

Without these programs, there is no way to know if your device has 

been compromised until it is too late. 

There are many programs available across Windows and Android that will provide varying 

levels of protection (we’ll come to Apple/iOS in a minute). It is not always necessary to pay an 

ongoing subscription for your security; by paying a subscription you get added features, some 

of which may not be needed by you. Always do your own research and ask others if you are not 

sure what you need – there are communities and forums out there dedicated to helping people 

select and configure this type of software (start with your chosen software manufacturer’s 

forum or community site) 

I would always recommend reading the reports available from av-comparatives.org and 

AVTEST when selecting a piece of security software. For maximum security, install a good 

antivirus/firewall program (my picks: Bitdefender, Kaspersky, Avast and AVG) and team it 

with the free versions of Malwarebytes and Glary Utilities. These last two programs, when run 

once or twice a month, will help to keep your computer free of all the junk that builds up 

during ordinary use as well as removing some programs that, while not viruses, are equally 

annoying and impactful on a computer’s performance. 



iPads, iPhones and other Apple products are designed in such a way that it is very difficult for 

malicious programs to be installed on them (they are “Closed Systems”) As a result, whilst you 

may see apps from the same security companies in the App Store, these are often only 

modified web browsers, VPNs (Virtual Private Networks) or password managers. Security on 

Apple products comes down to keeping the device up to date and using common sense, which 

brings us on to: 

 

Step 3 – Use Common Sense 

This may sound daft, patronising or insulting, but the best defence against 

most threats is common sense. 

Ever-increasing numbers of people that fall victim to scams, either by email, phone calls or 

Facebook posts prove that some people simply don’t think about how reliable the information 

is that they are being given. In the last few years, scam emails have evolved from the “you have 

won money” and “all hot girls here” types to fake Banking, Microsoft, eBay, Paypal and iTunes 

types, some of which can seem convincing at first glance. Likewise, phone calls out of the blue 

from people saying that there are problems with your computer, your broadband or your bank 

account continue to con people out of money. There is also the problem of the social media 

scam and “fake news.” Included at the moment are a wide variety of fake cures and donation 

schemes on the theme of Coronavirus. 

Knowing the difference between real and fake emails and phone calls is not always easy, even 

for people with decades of experience. Fortunately, there are online resources dedicated to 

helping you spot the fakes. Sites such as Scam Watch UK, Which? and Who Called Me? offer 

ways to check that the information you’ve received is genuine and from the people that it 

claims to be (for example, type “Coronavirus Scams” into a search engine and have a read of 

the result from www.which.co.uk). 

One of the most common modern scams is the “Authorised Push 

Payment” scam, where people impersonating your bank or another 

institution persuade you to transfer money over the phone. If you are 

asked to do something out of the ordinary by a phone call purporting 

to be from your bank, broadband provider or Microsoft, you can always 

check via the sites mentioned above, or by hanging up and calling the 

supposed institution to check.  Try to use a different phone line or a 

mobile phone as scammers are now using recorded dial tones to trick users. A good way to 

avoid a fake dial tone is to dial the speaking clock (123 from a BT line) or your mobile first (no 

need to answer it) to make sure the line is clear. 

 

 

 



Step 4 – Keep your device up to date 

This is the primary method of securing any iOS-based device (iPhone, 

iPad, Apple Watch etc.) Many mobile devices have, amongst their 

setting menus, a method to “check for updates.” Whilst this should 

happen automatically, and your device takes care of itself, it is always worth checking manually 

every few weeks, just in case something has been missed. Likewise, most mobile device app 

stores have update sections for keeping apps up to date. 

Computers are harder to keep up to date. Whilst Windows 10 will, by default, download and 

install updates, these do not include updates for any other software and/or hardware installed 

in your machine (for example, Graphics Cards, Sound Drivers and Printers). Again, it is worth 

checking the Windows Update section in your computers settings (start menu, cogwheel, 

Update and Security) for anything that the automatic system may have missed. Fortunately, 

many manufacturers now include an updater of some sort amongst the software installed 

when you first use the device, (for example, Nvidia’s GeForce Experience, Creative Labs’ Auto 

Update and Asus’ App Shop). Please note that laptops often require modified drivers so their 

updates should be found through the laptop manufacturers site or update software. It is 

impossible to provide an exhaustive list of places to find updated software and drivers, since 

different people use different programs and hardware. Again, if you need help with this, there 

are individuals, online forums and communities out there who will help (for example, 

TenForums or the OcUK Forums). 

 

Step 5 – Back Your Device Up 

…and I don’t mean put it in reverse! Backups are the most useful way of recovering data for 

when something goes wrong. Even the most secure system is vulnerable to hardware failure 

after all. Backing up your device onto an external drive, NAS or Cloud system can save you a 

lot of headaches if something does go wrong, since these can 

simply be restored to a fresh or cleaned drive to get you back up 

and running quickly. 

While this may sound complicated, it really isn’t. Most 

mobile devices have options to back their data up to various 

services (these vary by device and operating system, so I’m 

afraid it’s a case of read the manual or search for “back up 

Android Device” “Back up my iPad” or similar) Computers are 

somewhat easier, although the process often takes longer (I leave mine to back up overnight, as 

it has a lot of data on it!) For most people, an external hard drive and a copy of Acronis True 

Image or Paragon Backup and Recovery will do the job. You must decide how often to back up 

your device based on how frequently you add or change data that you would class as “mission-

critical” or “irreplaceable.” For people with multiple computers, consider adding Network 

Attached Storage (NAS) for your backups over a home network (I’d recommend the use of 



cabled connections for this as backing up over WIFI may be extremely slow!) Again, there is 

lots of help available from the software manufacturer’s site or forums if you get stuck. 

 

 

A quick note on video conferencing 

Video conferencing has become very popular during the UK’s lockdown and social distancing 

practices. Simply because of this sudden rise in demand, malicious interests are now beginning 

to find ways to exploit this technology for their own ends. One of the biggest targets for this 

has become the now very popular Zoom platform. I’m not going to write a massive article 

about Zoom’s current problems, but simply suggest that you consider secure alternatives such 

as Webex, SilverLeaf or Jintsi and read Wired Magazine’s excellent article on ways to use Zoom 

(and all video conferencing software) safely at: 

https://www.wired.com/story/keep-zoom-chats-private-secure/ 

 

 

 

Following these steps won’t guarantee that you’ll never have a problem, but they should make 

it harder for that problem to be malicious in nature and (if you keep a regular backup) make it 

easier for you, or a tech of your choice, to get you up and running again. 
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